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Setting the Scene



Jason Climer & Rick Rossi
November 22, 2021 4

Monday Morning after a Holiday Weekend…

Operational Control Area

Employee Entrance
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Monday Morning after a Holiday Weekend…

Do you call security and the police?

Do you inventory the compromised area to determine if anything is 
missing?
This may be your entire office including operational equipment 

for the water or wastewater system.

What else would you consider doing in this situation?
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Would you ever consider calling your IT department?

Why would that be a consideration?

How can you tell if the intruder inserted a thumb drive into your 
network?

Conversely, does security ever get called when a cyber incident or 
attack happens? Why would that be relevant?

Monday Morning after a Holiday Weekend…
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What Happens when you Reverse the Scenario?

Would you ever consider calling physical security department?

Presenter
Presentation Notes
Reference:  Hypothetical scenario where an intrusion is mitigated, and the actor purposefully attempted to pull malware that they knew would get blocked in an attempt create a diversion from the true activity.  Incident was closed out by IT Security as a failed malware installation attempt.  Intrusion was actually part of an advanced theft scheme where the malicious actor added unauthorized parties to the security guards access control roster to access sensitive spaces for [placing a bomb, theft, etc.]
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Cyber-Physical Convergence
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Is this Physical Security or Cybersecurity?
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A Connected Environment

Presenter
Presentation Notes
Today’s threats are a result of hybrid attacks targeting both physical and cyber assets. The adoption and integration of Internet of Things (IoT) and Industrial Internet of Things (IIoT) devices have led to an increasingly interconnected mesh of cyber-physical systems (CPS), which expands the attack surface and blurs the once clear functions of cybersecurity and physical security. Meanwhile, efforts to build cyber resilience and accelerate the adoption of advanced technologies can also introduce or exacerbate security risks in this evolving threat landscape. • A successful cyber or physical attack on connected industrial control systems (ICS) and networks can disrupt operations or even deny critical services to society. For example: • A security gap in access controls, such as unauthorized access to facilities or system permissions, can allow an individual to use a universal serial bus (USB) device or other removable hardware to introduce avirus or malware into a network.• Heating, ventilation, and air conditioning (HVAC) systems can be virtually overridden, causing a rise in temperature that renders network servers inoperable.• A cyber-attack on telecommunications can impair communication with law enforcement and emergency services, resulting in delayed response times.• An unmanned aircraft system (UAS) can compromise sensitive information by gaining access to an unsecured network using wireless hacking technology.• A cyber-attack exploiting healthcare vulnerabilities can compromise sensitive data or cause a connected medical device to malfunction, resulting in injury or loss of life.
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The Challenge and the Solution

Presenter
Presentation Notes
Together, cyber and physical assets represent a significant amount of risk to physical security and cybersecurity— each can be targeted, separately or simultaneously, to result in compromised systems and/or infrastructure. Yet physical security and cybersecurity divisions are often still treated as separate entities. When security leaders operate in these siloes, they lack a holistic view of security threats targeting their enterprise. As a result, attacks are more likely to occur and can lead to impacts such as exposure of sensitive or proprietary information, economic damage, loss of life, and disruption of National Critical Functions (NCFs).Convergence is formal collaboration between previously disjointed security functions. Organizations with converged cybersecurity and physical security functions are more resilient and better prepared to identify, prevent, mitigate, and respond to threats. Convergence also encourages information sharing and developing unified security policies across security divisions. 
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Benefits of Convergence

Presenter
Presentation Notes
An integrated threat management strategy reflects in-depth understanding of the cascading impacts to interconnected cyber-physical infrastructure. As rapidly evolving technology increasingly links physical and cyber assets—spanning sectors from energy and transportation to agriculture and healthcare—the benefits of converged security functions outweigh the challenges of organizational change efforts and enable a flexible, sustainable strategy anchored by shared security practices and goals
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Framework for Aligning Security Functions

Presenter
Presentation Notes
CommunicationInitiate a Dialogue: Open comms with senior leadership to discuss what convergence might look like in our org.Review Leadership Roles: Discuss whether current leadership structure can be realignedEstablish a Convergence Team: Identify key players including CSO, CISO, physical security, IT, cybersecurity, and facility managers.Enable Info Sharing: Share info across all security functions to identify points of convergence.CoordinationFormalize Convergence Team Roles & Responsibilities: Establish a cadence and structure for team coordination and integrationIdentify Linked Assets: Coordinate with team members across security functions to assess cyber and physical assets to identify linkages.  Assess risk level.Conduct a Vulnerability Assessment: Identify gaps in security and risk mitigation. Determine where gaps can be closed through convergence.Determine the Baseline: Leverage initial assessments and gap analysis to determine baseline for security ops and incident mgmt,CollaborationRun the Numbers: Determine if convergence on any scale is financially feasible in short & long term.Prioritize Improvements: Identify and prioritize improvements, including patches, software updates, virus protection, opportunities for automation.Craft Risk-Driven Policies: Develop and implement risk-driven policies with broad applicability that reflect converged security functions.Strategic Alignment: Align strategy to shared practices and goals. Focus on improving efficiency and increasing info sharing.



Jason Climer & Rick Rossi
November 22, 2021

No Cost Resources
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Cybersecurity Programs and Resources
Preparedness Activities

• Ransomware Readiness
Assessment

• Cybersecurity Training and Awareness
• Cyber Exercises and “Playbooks”
• Information / Threat Indicator Sharing
• National Cyber Awareness System

Field-based Cybersecurity Advisors (CSAs)
• Incident response coordination
• Cyber assessments
• Working group collaboration
• Public-private advisory assistance
• Public Private Partnership Development
• Threat intelligence and information sharing
• Incident Response Plan Development
• Vulnerability Disclosure Plan Development

Resources
• Cyber Essentials
• Bad Practices
• Stuff off Search
• Cybersecurity Evaluation Tool (CSET)

• StopRansomware.gov
• Catalog of Known Exploited Vulnerabilities
• STOP. THINK. CONNECT
• Joint Cyber Defense Collaborative
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PSA Programs and Resources
Program Summary
 Soft Targets and Crowded Places
 School Safety
 Bombing Prevention
 Protective Security Advisors
 Chemical Facility Anti-Terrorism Standards 

(CFATS) and Chemical Security
 TRIPwire
 Interagency Security Committee
 Vulnerability Assessments and Regional Risk 

Assessments
 IP Gateway and Homeland Security Information 

Network-Critical Infrastructure
 Sector Expertise
 National Infrastructure Protection Plan (NIPP) 

Management
 Security Training & Exercises
 Incident Response & Recovery Programs

Capability Summary
 Vulnerability assessment
 Advisory services
 Information sharing
 Guidance/standards development
 Regulatory administration
 Inspections
 Technical assistance
 IT tools and services
 Training
 Exercises
 Coordination and management
 Capability/requirements assessment
 Security planning
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NH Contacts
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CISA Contact Information
Jason Climer
Protective Security Advisor

jason.climer@cisa.dhs.gov
+1 202-897-7666

Rick Rossi
Cybersecurity Advisor

richard.rossi@cisa.dhs.gov
+1 202-770-8991
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